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undl 2: Outline

2.1 NANNISVDILANNALAYUAU 2.6 WONNALATU P2P

SUULATDYY 2.7 socket programming nU UDP
2.2 Web Lag HTTP ey TCP

2.3 FTP

2.4 9d
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Chapter 2: application layer

Wune:

\/
0’0

WuIAR, N3 implement lUslanoa
LONNALATUAULAT DU

" model NMSUSASTU
transport

" YauwdfAn (M98 paradigm)
client-server

" YALUIAA peer-to-peer

<+ Beusineliulnslenealaenisdny
LannaLatulnsiaaeanduniy

= HTTP

= FTP

= SMTP / POP3 / IMAP
" DNS

& ASTULINNALATUATUSZUULATDUNY
" socket API
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AD819VDILINNALAYUSSUULASDVUY

% e-mail

% web

% @39ANU (text messaging)
% login milna

o wyslwaniu P2p

< multi-user network games
% @3 video Mfiuliosnsolilos
(streaming stored video) L%
YouTube, Hulu, Netflix

voice over IP (e.g., Skype)
&4 video MIUTEYULUU real-time
social networking

UINsAUMYaYya
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N1SESIULANNALATUTSUULATDUNE

—

application
transport
network
data link
physical

WHULUSLASUN:

D)

» VaueguueIaslateaaia iy (lls
NUNUVDILATDUY)

>

. AOANINUNIULASEUNY

D)

D)

>

)

* LU FONUISUDI web server ¢ FARE15AU
A1 web browser

T uf o U UL NALISAVII T UNLAUYD

ITUULAIBUNY
network
¢ al A | o ‘ data link
< UNIUN LLﬂ‘Lﬁ%‘U‘ULﬂi@GUWEJVLiJME’JWlN’m physical transport
3 _ " . network
LONNAATUVDIN LY | data Ik
Y physical

& LLE]‘W‘W%Lﬂ%ﬂﬂ%@@jumﬂ%@ﬁﬂaﬁ‘&mwLi/i’lﬁu
Mlrn1siauuennaiaduduluogng
590157
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A01Un8NSSUVIILLDWNALAYU

Tassasramduldlaveaannaiagu:
% client-server (@n41y — wive)

% peer-to-peer (P2P, 1iOU 09 LNo)
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1AS9851908952UU Client-Server

server:
< A a o
< LUULATDINTINGIUNABDALIAN

< JloNuanlnsanauYI9n1ls

o agﬂu Data Center [Wa045UNNSUSNNS
pﬂ%’ﬁLﬂM’m%u

clients:

< Anshnsedeansiugliusnig

<+ dnsweusedugliusnisidussey 9 1
AL NEAUD

< 9713zilafiuennsanluuduay

<+ lulafeseiudSuauaulagnse
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1A59851998955UU P2P

“

< luflpSasudtneliusn1snanaiian

X/

mmaaL%amiaﬁ’uqmiwﬁ’waﬂﬁ

X/

% peer A @sdamaaluds peer B) enailu
AlusnIsiu peer C woenla

" Self-scalability: m1a375
095U TN N TLLA R

FlATa5 N9 LNTIE peer HALALT]

137lusz Uy 98 VA INAINITE
lnI5USISINUNINT Y (YUY
AN I5LUNITIYUS IS AN T Y

% NSWNADIENIN peers llgilaNaLay
lofiuaninsaazilasuliisons)

" yiln1sInn1sEgougeen

peer-peer
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Process Ninfadad1snu

g

U

process: WikNsuNAIainuaguy

o0

o0

AT

meldieSeafeatu process o
orocess anansadeansiuldetaania
0815523319 process %3 inter-
process communication (s2UUUUA
n5anLm3ualn)

processes ‘Vl@EJﬂua”Lﬂﬁ@\‘iﬁ’]ﬂﬂﬁﬂ
Wﬂﬁ]@ﬂﬂléﬂﬂEJﬂWﬁLLﬁﬂLUaEJU"U@ﬂ'NlIﬂ‘L!
WULATUY

_ clients, servers

client process: flUsunsugnUeiisu
AnsadaaTVaTUUING

server process: WinIuiATokine
595UN5VBUINITIINGNUE

° [ Y~ a LY
% ﬂ']L‘U‘L!LL@WWﬁLﬂ%ﬂiuaﬂmjmﬂﬂﬁii\lLLUU
P2P fagdline client processes Way

Server processes
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Sockets

% process A/ TUVDYANIUN socket
% socket Wigulaloulsey
" process FIENATAIUDANUNIUNUTEY

" process faeRBIieNnsEUUNMSIUATlUBNAuYRIUTEY lnun 1TdetaAUNILYNNg
socket lUgs process fifndesasuag

AN Iag
UNWAIUI app

application

socket \

application

AN Iag
OS

Internet

A
v
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o0

L 4

0

process AzFUtaANlAATABTAUTEY
process

WHALLAS099x LA loNLBAMTE (WUU 32
Tn) laignlas (Agszyimiadla wel 8assy
process il#)

Q: UL NLOAATETIRUALNEINEAD
process TulsaziAInalng ?

" A4, 4 process TIUUNINYIINIY
DEUUIATONAL I

N1INIRUATNBYLAAY processes

sy process 1%%@1@WLL@@L@§&LLau
port numbers fAeadoetu process thu
‘) UULATEY

19819 port numbers:

®  HTTP server: 80

®  mail server: 25
devoAdu HTTP 1Ugs gaia.cs.umass.edu
web server ﬁ:

® |P address: 128.119.245.12

" port number: 80

1AL UALALUN. ..
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protocol Tutu App 3zl

o gipvosiennufiuaniUasuiy Insleaoadinsuaisisae (nslaaoa
" gy Ferudiddludewe, Yenud Un):
ROUTU < gnienylu RFCs
% SULUUYRITaRL: + yilfiades (@nsegdn) i

. %U@ﬂma\‘maﬂuﬂuamm SEASIN

saunule

mmuuaamuimsuwuammwm & 19U HTTP, SMTP
A nslaAnaniauans:
& ANUNLILVBITDAIN & 1t Skype

>

N mﬂammmaﬁamﬂaiuﬁﬁammﬁdq
1 luLsazdly (field)
% NANMUAINLalsITdIURAIUNTE
WalsazmausSudonlinu
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LONNALATUABINI5USN15821591nYU Transport

g

ANNANYTAIVDITYS throughput

< UNLL@WW%Lﬂ%’uﬁaqmﬁuﬁﬁa%aﬁ % U'NLLawwamszumaqnﬁ throughput Fu
Undefio 100% Wy nMsaslng nmsindeiy AU @ multi-media yanmagides
AU & Tuvssenndnduivhauluwuy

s Huruenndnduiannsadudsteya #9313 throughput hlsAle Sendn
RANAIA AU LYY @9UDAINULEE elastic apps

a1 lunIvas ANUUanne

& UNLENNALATUABINITAUS IS o

* Wheia, anwauysal mnuduunives
Sudelaua LU AUlN AN

Bumasiin nuiglaiufduiusiy
m’%aqLL@J?JWW%@;:JLdummWEJ%umu
LASOUNY

Qe

U4, ...
U
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U3N15LUTY Transport 91 apps 91bUn®9n13

throughput
application dataloss VU sensitive aeanuaid
m3ssuas file no loss elastic no
e-mail No loss elastic no
nna1s Wep NO l0SS elastic no

nuae l0ss audio: 5kbps-1Mbps

real-time audio/video _ ,
video:10kbps-5Mbps  yes, 100" s msec

audio/video mau'13neu'ld  wusde lOoss same as above yes, 2-3 secs
interactive games "o 0SS 2-3 kbps au'l yes, 100’ s msec
text messaging o loss elastic yes and no

Application Layer 2-14



UIN15984 protocol U transport 1 Internet

g

U5n715%83 TCP:

o2

o0

L)

4

L4

L)

L (4

L 4

L)

ﬂ?iﬁﬁ?f@ﬂ@%ﬂ?é?f@Zﬁ) mmm
process Na\‘iLLau process {3U

N13AIVANNITINaYeITaya: Hadl
aqeuammiﬂmumu

@?Uﬂl/ﬂ??i/ﬂ‘l/ﬂ\? llﬂ’ﬁﬂ’)‘UﬂﬂJﬂ’]’i
awamaiusumvmvwLmamaﬂum

SolulaTh laisuusefuFenm
quﬁ‘imﬁ%’uﬁw ANUUADAANEUD
i
connection-oriented: D4 setup
NNSLYBUABDNDUNIT LAUSANT

Usn715789 UDP:

FJoyangnaatunsaauuyly

1/ T9H955WIN process AGKIGE
process KH5U

Fanlulgiusng: muindeds,
1sAIUANNSIVaTeITeYa, N3
mummwmum anillunis
GN mﬁﬁwﬁuﬂuﬂﬁmmmaaﬂamm
d1le, AnuUasne, ¥Io NS
setup NSuTaNRe

Q: ibudedasaaiiusnis UDP agan?
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710819 app NUlu Internet Wz protocol Tudu transport Ueiiy

g

application underlying
application layer protocol transport protocol
e-mail SMTP [RFC 2821] TCP
remote terminal access  Telnet [RFC 854] TCP
Web  HTTP [RFC 2616] TCP
file transfer FTP [RFC 959] TCP

streaming multimedia HTTP (e.g., YouTube), TCP or UDP
RTP [RFC 1889]
Internet telephony  SIP, RTP, proprietary

(e.g., Skype) TCP or UDP
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AuUaanNy TCP

a

TCP & UDP ssL agludu App
& Ludnsnsie & Lgawwam%’ﬂ% SSL libraries
2 doyarnaisaiignasiny YeRnmony TCP
LATBYIAINTYNA bALaE SSL socket API
SSL & Gﬁ@ﬂﬂaﬂl\l’lﬁﬁgﬂ‘ﬁﬁiﬂ@@ﬂlﬂﬁw
% THUSn19NIsTouse TCP grvinsald
LUULIN SR & QG]I@UV]‘?]I 7

2 AANUFNYTAIVDIVDYS

2 N353 YAINUNUANENS
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undl 2: Outline

2.1 MANNISVDILONNALATUAU 2.6 WONNALATY P2P

WUULA387 2.7 socket programming nU UDP
2.2 Web wag HTTP ey TCP

2.3 FTP

2.4 9d
" SMTP, POP3, IMAP

2.5 DNS
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Web and HTTP

NOUBULAE, UINUNIUAY...

% web page Usenaulume file HTML van F9598%a18908ULIA

/

& 2aULARREL U HTML file, JPEG image, Java applet, audio file,...

/

% fiogratusaraauldngnivualang URL Loy

www.someschool.edu/someDept/pic.gif

———

—_—

host name path name
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AMNFINVBI HT TP

HTTP: hypertext transfer protocol

< Wulnslapealutulannalatunlgiu
[~
AY

R/

% client/server model

" Client: ELUSNGDS VNLINSD9
vauazutaya (agld HTTP
Protocol) 2@ NLIasULERAINE

" server: 595UNTI0VBLAIES
Jaya (neld HTTP Protocol)
gnIesvenauly

Firefox browser

PC running

server
running
Apache Web
server

e

iphone running
Safari browser
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ANSINVDY HTTP (919)

7519 TCP: HTTP laiinsiivaa vz ves
s client (1A3099n118) Bunsinse (@3 JlY
socket) LWUgawasin 80 voainLIas % @nnesliinisiudeyanisve

< server (1AS9LUYNY) SUNISLYDUAD lfusnsvesgnYIeiinIuan

TCP 21n1A303gnUY ; )
INFANINT

TUslnasalluuNdatAuanIuz s UL U

% U9A1U HTTP (application-layer
protocol messages) AzgnuaniUaguiu
SEUINFIUTNERSTUMLIUGNIDS

[ =3

< anuziueltizdesgniull

U

12

S fﬁLs?ﬁ/\lL’J@%‘vﬁaLﬂ%ﬂ;ﬁ%’%ﬂmﬁmﬁﬂm
nseituTiy, wolaedesiilu dauzues
m%a;ﬂ%ﬁ’m%wL’J@%ﬁ%ﬁamuﬂﬁmﬁauﬁu
waz msvliriloutulmidudesen

% Uaniswweause TCP
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nswiausaway HTTP

non-persistent HT TP persistent HT TP
(M5 YA YA 18AT) (M5 ¥ouUUUAIDY)
% SU/d@9TN object MANTIINNT % @U150A1MANRANY | RRULIA
I WOUAD AIBNNILADUAD 1 AT
" wudu/daasa maidousieazgn
Un
& =Y o
% anlvanvalypauldninegly
NS YOUADNAIBAT
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Non-persistent HT TP

auufdntd URL 1 Feonedaludagunn 10 U -
www . someSchool . edu/someDepartment/home. index

1a. HTTP client Sunsifouseluis HTTP server
(process) www.someSchool.edu ANy 80

\jb. HTTP server Uad3uwww.someSchool.edu
NANA9ITDNISIOUABNNDIN 80 “SU” N3
/ [Woune LaudanauludueToaniausonn

2. HTTP client @1n1550998 HTTP (53U

URL 91981) lUn19n1sidisuse TCP
[Nz UBNINFIN150ULAA

someDepartment/home.index 3. HTTP server $UN1530498 @3 NU0ANADUNG?

wandsdsennunulundeuiveeuiniignias
/ YD
138
1
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Non-persistent HTTP (cont.)

/ 4. HTTP server Uan1suou6

5. HTTP client Sutornunaunauiil file html wdaf
duanskantiniu (@fadeyaiiegueinindn 10
nN)

LT 6. fouvhaustumeaud 1lnaidmsugd 1audielo

\ 4
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Non-persistent HTTP: 1381 aunau

RTT (Round Trip Time): tianlglunisiiumig
YDWNANAEN 9 NgnUIlUTudnLIes
LAINSULN

SYeLIANMUNTY VDI HTTP:
< 1 RTT Waaniswyousa TCP

< 1 RTT @w5U request wag dusu
response YUIA 2-3 bytes

% patlunsaelaudeya

< STYLIAINBUNAU U9 non-persistent
HTTP =

D)

2RTT+ nanlunisleuaiadoya

N/

Alanmsrousio TCP

~

RTT.

damae g

RTT

sulwdEeudon

szaznanlunielou
/ i

time
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Persistent HTTP

“

Useluyeq non-persistent HTTP:

% fodld 2 RTTs siol aauldn

< #8198 OS Liaas19N15ausyn
AT

< dlngusmiwesazilaraisgnis
Founsiiiofaiany ¢ object Tuntiu
Tuafgaiu

persistent HTTP:
% 1@nesazdan1seusan1ell
NA9RINES response

< msawauamaiﬂivmw client /
server ﬂavimﬂﬂiL%ammawLﬂﬂiau

% client @4 request gvuiilonsnay
29 object Tumiiy

R LTICTEIR, L RTT dmiunishsdaya
object qumm
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HT TP request message

& YA HTTP Hassvila: request (Y9A21499U5779), response (YaA3139UNAU)

% HTTP request message:

= ASCI (Teanuiiuyudanula)
carriage return character

o line-feed character
UTTNANIT request

(1 GET,POST, > GET /index.html HTTP/1.1\r\n

HEAD) [ Host: www-net.cs.umass.edu\r\n

User-Agent: Firefox/3.6.10\r\n

Accept: text/html,application/xhtml+xml\r\n
Accept-Language: en-us,en;q=0.5\r\n
Accept-Encoding: gzip,deflate\r\n
Accept-Charset: IS0-8859-1,utf-8;9=0.7\r\n
Keep-Alive: 115\r\n

| Connection: keep-alive\r\n

—— \r\n

ANUVDIUDANY

carriage return 19ALSUUSTVIA

JEUAIUFUFAVBIUTTNA
header (d7u1%0379A1Y)
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HTTP request message: format oISl

method |sp| URL sp| version |cr|If| vivinrequest
header field name value |cr | If N
VITNATIUNA
header
header field name value |cr| If
cr|If
entity body - body
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n1sdavayaludaigniies

g

25 POST:

% funthdumadiuunnasiivedildvays

% daya input Nleuavgnldluludiuvesuad

5 URL:
& 1975 GET

» doya input azgnildadiulu field URL floglu header vos
request

www.somesite.com/animalsearch?monkeysé&banana

Application Layer 2-29



Method types

HTTP/1.0: HTTP/1.1:

o GET s GET, POST, HEAD

s POST o PUT

% HEAD = lagmsusnlvanlnaluly body

(lUée folder va49 server ‘1'71'331413
Tu field URL 91 header v94
YaAIL)

» DELETE
= Tdaulwdnseylu field URL

O U’e]ﬂL%WL’J@%’jﬂliﬁméﬂﬁajmﬂaﬁ
Sa9ualuu? client wad

)
>
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Vo ya HTTP Agnaaunauin

u53naszy Status

rotocol
(p \

status code
status phrase)

header
lines

oya, 1wu fil

HTML #ively

“HTTP/1.1 200 OK\r\n

Date: Sun, 26 Sep 2010 20:09:20 GMT\r\n

Server: Apache/2.0.52 (CentOS)\r\n

Last-Modified: Tue, 30 Oct 2007 17:00:02
GMT\r\n

ETag: "17dc6-a5c-b£f716880"\r\n

Accept-Ranges: bytes\r\n

Content-Length: 2652\r\n

Keep-Alive: timeout=10, max=100\r\n

Connection: Keep-Alive\r\n

Content-Type: text/html; charset=IS0-8859-
1\r\n

. \r\n
-e/////»data data data data data
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SYAADIULLALINU HTTP MEnL395971908UNauin

% siaanuzazUngluusTinusnvedennuan@ninefineundu
< FRYNIVAUNNITVE
200 OK
" 0155090981159, ?%\‘1‘1'71'%7@\‘1611aayjé’mﬁ'}maﬁammﬁ
301 Moved Permanently
= Asiifesvegnéngluundn, fieglviogdnuinevasdonnuil (Location)
400 Bad Request
" @nneshinlatennusesue
404 Not Found
" LinulWdfSoswauudnines
505 HTTP Version Not Supported

= $9498 version U9 HTTP 9 server laila support
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NAFDILTDUAD HTTP A28ALD

g

1. telpet LUg9 Web server:

telnet cis.poly.edu 80 | gansiieuse TCP finesn 80 T cis.poly.edu.
olsfimaniadluazgndaludomedm 80 veadminesi

cis.poly.edu

2. fIUNN13599U8 GET HTTP request:

GET /~rc_>ss/ HTTP/1.1 Fefdainendumsdediomeludadnnes
Host: cis.poly.edu

3. gUaANNMANLIBINBUNAUL

=

(W3elalusiunsn Wireshark Lﬁ@%%@ HTTP request/response)
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A01ULTLIINNLIY-server: cookies
———————————————————————————————————————

A9
= ¢ = o ¥ .
Auladidudnuiuunnly cookies . DA . o y
< YPIUAUIUABIITNAINIATEY PC

F1UUsENaU 4 989 (95UWI7 2-35): vy o z
g ] @‘” T ) oo LGU’IVLUENLEJU e-commerce AINLLIN

D mjm set-cookie ludanmumnay < Wanssawwausnlutedadules lodnay
nauves HTTP

A574

2) Ussngudu cookie Tutaniny
[V} [} [~ [V
SpsvanunIudaly

" aSevngay 1D Nladnlas
. . | " Jayanilsveyangiuteyadmiu ID
& . . =3 v A by
3) 1l cookie igNLAUNIVLATDS T 9
, Y

A lE9gndnnising Web browser
4) grudeyanvinnuludiunasves

server
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. T ”
Cookies: AN5LAU  state  (»® ..)

client q

\y

ebay 8734 |

usual http request msg

Amazon server

cookie file

usual http response
set-cookie: 1678

<
ebay 8734
amazon 1678

— 319 ID

N backend
o v 9 Cl’eate
1678 diSuR 19 entry \database

U

—

usual http request msg
cookie: 1678

A3IA0UITALIDEN gcCcess

usual http response msg

dUmvisaun

/

_—  Cookie
access

ebay 8734 S—

amazon 1678

usual http request msg
cookie: 1678

m’;ﬁ]ﬁamwam%ﬂ/

> Cookie

usual http response msg
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Cookies (#19)

g

aside

Cookies au15ave¢lslatn: cookies agAI1UUaDR b
% NIITYRINY

. o [V~ FY Y
. . o % cookies YMlwmAvlwAsTauaUD
o YNNIV UAUAN U U

a A
< mskusihdunvisetaya fadidasning:
| dl v = £ a &
% A0ULVDIVINTADETVOIRLY (Web % UNNV1D195IUDIDLEG JBUINEAN
e-mail)

1979945U state | oelals:

dQJl

< ¥29Ua8v94 protocol : MIUANULNHAIMTE
45U Wledl transaction LUviane 9 .

% cookies: &4 cookie (@n1uz) lUnsou ¢ Au
VDA http
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Web caches (proxy server)

WgUsyavA : MeUANDINITIBIVEIN client Tnenlidaslddnnanuidniiesasy

& ;ﬁ%ﬁmuﬂumnmaﬁﬁvﬁ’hﬁu
NULLAY

< USTILYDSAINISSRa HTTP
NIUALUTULAY

origin
server

2 I

" gveyasglunay: LAvEs

1% %

VBUANE

" (veyalioglunway: My
wlUlvantayaan server
W3aniAuly noufidasiolsr
Ak

origin
server
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[SDULNULANLNYINU Web caching

. o Yy a & gj . oZ & = =
S LAY IRUINLUUNS client NILUR NI TTLAULAY?
LLﬁ%L%WL’)@% o ’6’1@L’Da’]ﬂ’]'ﬁ@]@UﬂU@ﬂﬁﬂﬂﬂ'ﬁ%@ﬂ“U@
Judneddlevvrfisunisdes V84 client
997N client | % anUSunvayaluded (Mgl
. L‘fj‘u client Lﬁ@ﬁﬂ‘lﬁﬂjﬂﬁaﬂﬁi@ Lﬂ%@qquéjquu@ﬂ) GUE’NE’N?%ﬂﬁ
AULTNLIDT5 e v v v v A aa
. o . X LL@GUGU'J?JI‘VT rzgmwwayawimaamw
ﬁﬁ%mmﬁ (H1INYQY, USZANSANUIN (ALDUNNTHYS
USEN, ISP NlUsSN1RL & P2P 9in)
UN1)
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ABY1NISLLAY:

“

AULGTTU:

YUAVD object InaLade: 100K bits

ANLRAYN13D9URANNUTTIYDS IUTURNI5UAN: 15
request/Au

anILRReveslayaudius1Iees : 1.50 Mbps
RTT 9705003 hUEudniosudn: 2 sec
bandwidth 484 access link : 1.54 Mbps

HATNE:

8m310156 LAN (LAN utilization): 15%

8m31n15M access link = 99% (_ ayi!

total delay = Internet delay + access delay +
LAN delay

= 2 sec + minutes + usecs

servers
Wan

1.54 Mbps
access link

Application Layer 2-39



4

AIDY1NNTILAY: access link Nl

g

AULGTTU:

& wu1AT99 object Tnetade: 100K bits

, servers
1 = v ¥ a 6 U
S ANRAYNITS9IURANNUT NS TS uan: 15

) nan
request/Au9
*  dariedvesteyaindiusniges : 1.50 Mbps
& RTT ansumeslududnnesvan: 2 sec
% bandwidth 9849 access link : T-5é=pdpps
o ¢ |54 Mbps
HAANS: P ' RS, 154 Mbps
access link

< 9M5IN15LY LAN (LAN utilization): 15%

e 995171317 access link =999y, 9 9%

% total delay = Internet delay + access delay + LAN
delay

= 2sec+m oS + Usecs

msecs

Uy ARANANSIVE access link (laign!)
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ADENNSILAY: AAFAILAYNDIDU

g

AULGTTU:

& wu1AT99 object Tnetade: 100K bits

servers

S ANRAYNITS9IURANNUT NS TS uan: 15 wan

request/Au
»  Smsnedvvesioyaundiusumes : 1.50 Mbps
*  RTT 9nidmesiududniesudn: 2 sec
% bandwidth 983 access link : 1.54 Mbps

HATNE: 1.54 Mbps
access link

< 9M5IN15LY LAN (LAN utilization): 15%

& 9MIINISIY access link = ?

< totaldelay =7

How to compute link
utilization, delay?

14

Uil web cache (gn!)
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ADENNSILAY: AAFAILAYNDIDU

g

mmzu ut/l/zat/on o delay access link
Ll/@l/miﬁ?ﬁ)m cache:

servers

< AUNRAIN hit rate V89 cache A 0.4 wan

" 40% v8d requests xilaglu cache,
60% VB3 requests BE# server N

X/

» utilization 989 access link:

B 60% We4 requests 1% access link

<> %ﬁ%Haﬁ%mﬁ browsers W14 access link =
0.6*1.50 Mbps = .9 Mbps

B utilization = 0.9/1.54 = .58

1.54 Mbps
access link

% total delay

B = 0.6 * (delay from origin servers) +0.4 * (delay when

satisfied at cache) | = b Cache
B - 0.6(2.01)+ 0.4 (~msecs) wr Ty .y 4

B -~ 12secs

" delay tosaailold 154 Mbps link #u wA (gninde
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N5 GET wuvilauly

a

. / =
client [ ‘f =i server
X @@U‘a‘a‘:ﬂdﬁ server IﬁJﬁ\‘iE]E]‘ULT\]ﬂﬂa‘U % I
mmn%aua‘luwaauuﬂm
" Lifiavuartiannnislousiedoys | HTTPrequest msg obiect
w y . If-modified-since: <date> — Jec
" ARdRsINITIEIUYaY link a9 Iyanlasu
X . cw v A& S .
% cache: ssyauiiuwaylaly HTTP HTTP response fou
request <+ HTTP/1.0 <date>
If-modified-since: <date> 304 Not Modified

% server: 3zliid99aULIANAUNINN
wAY? client Avayamliauiunig
server.

HTTP/1.0 304 Not Modified

HTTP request msg
If-modified-since: <date> —  oObject

ey
HTTP response - nd
<+« HTTP/1.0 200 OK <date>

<data>
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Chapter 2: outline

2.1 MANNITUDIULBNNALATUATY 2.6 LONWALATU P2P
FUULATOUE 2.7 socket programming nU UDP
2.2 Web way HTTP ey TCP
23 FTP
2.4 3la
= SMTP, POP3, IMAP
2.5 DNS
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FTP: the file transfer protocol

FTP |«

Touéne file

client

local file
system

2 Ansenlild a1n/lun in3esieglnag
% sULUU leatoud/igsviies

FTP
server

remote file
system

" laawoud : muisusaudstaya (2193zddld /Suanniesesiiedlng)

B 359005 ¢ Lﬂ%\‘ﬁ'ﬁagﬂﬂa
» ftp: RFC 959
» ftp 1@SNW935LY port 21

Application Layer 2-45



FTP: connection d115UAIUAN kagd NI UTYS

FTP client finsia FTP @ni3e% finesn 21
N TCP

laatoudagyinnisiigatdnunazanslunis
W FIUVULENLIDS6Y connection
FUIUNITAIUAY

1
o U

laatoudanunsagUayalulaisnnes dernds
W11 connection §MM3UNISAIUAL

159 server LAsUATATlALlaueNe file server
a 2 o = 2 o =

QSLUWV’]@ULUW%U TCP 2nAULUABUUN

dsunisanelaulud

‘Maﬁf\ﬂﬂﬂﬂﬂiaum@ﬁiﬁ 1 VL‘V\I@ﬁ‘LJﬁ@ server I
wﬂm'ﬁﬂmamuﬂﬁuwwaim 20 Y1U?

TCP control connection,
server port 21

TCP data connection,
—server port 20

FTP
client

FTP
server

4

o aa 8 o &
¢ ﬂ’]ii/l’]\‘i’]u%llﬂ?iLLEJﬂﬂE)ULUﬂ‘SUUL‘UU 2
ﬂ@ULUﬂ%Uﬂ@ ﬂ@ULuﬂsﬁUﬂ’JUﬂﬂJLLau )Y
LUﬂGUule@iJauu Lﬂﬂﬂ’]ﬁﬁmx‘ﬂuwﬁﬂﬂ’ﬁ

outquand

> FTP @vliesagyiinisiu”anueg” nstd
uvaslaaeud Figldndag

Y
U

directory laag war daignsseusiiny
Tumauusnisy

L)

D)

4

L)

D)
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FTP commands, responses

o/ ) o Ql/ v/ ) v/ d’
P IDEINAE: FIDENIVAY) server pOU
+ dnnsaiuenyse ASCI iy < sWaanIuzazAIasuIY (Mlauy

connection @1SUNITAIVAN
* U9 HTTP)

» USER username

J
0‘0

331 Username OK, password

< PASS password required

< LIST return list of file in < 125 data connection already
current directory open; transfer starting

% RETR filename retrieves % 425 Can’ t open data
(gets) file connection

4

. < 452 Error writing file

> STOR filename stores (puts)

L)

file onto remote host
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undl 2: Outline

2.1 MANNISVDILONNALATUAU 2.6 WONNALATY P2P

WUULA387 2.7 socket programming nU UDP
2.2 Web Lag HTTP ey TCP

2.3 FTP

2.4 d
" SMTP, POP3, IMAP

2.5 DNS
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Electronic mail Y

[] Mailbox vagle

3 Frulsenauvan:

% user agents

< mail servers mail

server
% simple mail transfer protocol: SMTP I N
ooooo| SMTP
User Agent T sl
A A L ” SMTP
% MIBNLIENIN mail reader

< @519, bNEY, 81UTAIN Mail

< 13U Outlook, Thunderbird, iPhone el
server

mail client [
% Tomnuagean war Ny gaiAuly 000
server
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Electronic mail: mail servers

mail servers:

. & | Ay & v A
% mailbox WUFIUNIALAUYDAINUNY

RRHR mail
1 A o [ 1% a a server
% duidniutennuvediuaatludl N
 d . [nini]
nouazgnasaaniy oooool SMTP

< N15A999ANNIURLLATEMINLATD LA server

@sWesee 1uslaaaa SMTP SMTP

" aseld : dedwaludunsoua
Wines :
mail

1

1 - A6 ¢?? o
B A5299SWIeS  : SUBLNARNN server

R ERNGIG R [ E T
OO0
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Electronic Mail: SMTP [RFC 2821]

2 Iluslamea TCP winliuulainteaminugnadsegngniesain client luduaw
LIDSHIUNDSN 25

6 Y 1

» nsanglaulagnsa : L‘TJumidﬂsJT,aumﬂmfﬁaqL%%WL’;aﬁagaﬂiJé’m%m%w
IS

¢ nsceleuatunou

" gy handshaking (server INNI8AY, ANAIAIYDINITEY)

" Sudneleutonny

® JunN1SUn

4

» AFILAENIINBUNAU (Widlaunu HTTP, FTP)
B a1d9: 9nusy ASCII

B Ap9U SUAADIULLATANDTUNY

>

% UaANnIaglusULUY 7-bit ASCI
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An1UN15ad: Alice d@vaaviunglunn Bob

g

1) Alice 19 UA ol suanRLNY 4) SMTP client @sannangYns Alice UUNIS

“data” bob@someschool.edu “oxne TCP

5) mail server 989 Bob Mgy
mailbox 989 Bob

’ \ d .
2) Alice” s UA dsanvanglufl mail server
YDAUFD ; IMEYNINLITImessage
queue 6) Bob 14 user agent 81u4aANLNY

3) SMTP s client ﬁagjﬁlu mail server U4
Alice WaN15130UFA® TCP AU mail
server U949 Bob

mail mail [
L
server server e
M| (5 <~ o
Qoo

mail server o3 Alice mail server 183 Bob
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naatIdN19f R anUUay SMTP

220 hamburger.edu
HELO crepes.fr
250 Hello crepes.fr, pleased to meet you
: MAIL FROM: <alice(@crepes.fr>
250 alice@crepes.fr... Sender ok
RCPT TO: <bob@hamburger.edu>
250 bob@hamburger.edu ... Recipient ok
DATA
354 Enter mail, end with "." on a line by itself

Do you like ketchup?
How about pickles?

250 Message accepted for delivery
QUIT
221 hamburger.edu closing connection

W QnooaooonoanOanQun O n
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AadRAMaNLY  mail server 1aglaf SMTP
NIUNILDN:

% telnet servername 25
% see 220 reply from server

% Youmda HELO, MAIL FROM, RCPT TO, DATA, QUIT

INTaAURINaNTRUIsTIslrRudRdlaelddedldlusunsudiud
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SMTP: final words

WEgUAY HTTP:

* SMTP 1% connection #imsa
(persistent connection)

¢ SMTP Avualy daurdiug AU 6

body gniliguniednvse ASCIl 7-bit

* SMTP serveragldCRLF.CRLF g
MVUAAFUFATVDAIY

J
0’0

4

HTTP: A1 web page 41

SMTP: nanadwaly

Y
% 1 1 %

VapRAsenulnedIid/Anay
Wusnusy ASCH wazlasiia
401U

HTTP: W#ag object agﬂu
%’ammmamﬁuLawwzﬁuauwiaz
object 194

SMTP: object IavuAYNTIUDY
Tuwd
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Mail message format

SMTP: protocol dmsunswaniae
dlag
RFC 822: mmﬁg’mﬁ’m%’ugﬂLLUU%WJ’m:
< USTVIAAIUIN LAY,
" To:
®  From:
B Subject:

5199776789 MAIL FROM, RCPT T
289 SMTP!

1 11 v = 6
o BOdyI d3U YamINUBLUA
n Judnuse ASCI wineh

LV

YFING

header

M9
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Mail access protocols

AUslamnad nsunIse1uLLg)

R R mail access o= -
i e
protocol . lagent[W/ CialH
1 POP i
00000 00000 MAP) TR
mail server mail server
YOI YOIRTU

% SMTP: dndy/Aniulududsniesvosu
< protocol &mSunseuLE: AeyadnN@suIes

= POP: Post Office Protocol [RFC1939]: authorization (M35¥ysiAY), download

B |MAP: Internet Mail Access Protocol [RFC 1730]: ﬁ@mauﬁau’m%u LY NS
Jan1IN1SAUTEANNUULTS NS

B HTTP: gmail, Hotmail, Yahoo! Mail, “1a%
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POP3 protocol

} 74
o/

YUMo authorization

% client commands: ///,//”//////////'
" user: 38y username

B pass: SHANIUY

% server responses

" +OK
" _ERR
TUHOUNITANRNOVI 1N
(transactio ase), client:

% list: LAAISIYNTISULYLAVYDITOAINY
% retr: favaAulagltruneLa
3 dele: au

¥ quit

|m NOQONLNOQOLNOQO®n N ®n 0||? QnAa %|

+OK POP3 server ready
user bob

+OK

pass hungry

+OK user successfully logged on

list
1 498
2 912

retr 1
<message 1 contents>

dele 1
retr 2
<message 1 contents>

dele 2
quit
+OK POP3 server signing off
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POP3 (LANLAN) waz IMAP

dI' Q’ a Qll o/
LRI EINY POP3 IMAP
2+ feg1enslgan POP3 lu slide # o Ut avualinieen: 7 server
Y 1 11
Lm@%&[’;‘f mode  download uag % Bugedly user @aunsaIRNITTEAINY
delete 5 Tu folder 1n
" Bob luausae1u e-mail g1la .

& Lﬁuamu%a\‘ir}ﬂ%uﬁ%ﬁm sessions

L)

MnNANTsiUasu client

AU
11 »”
* POP3  download-and-keep : copy " §9%o folder LazdnnauTanIm
Jamullu client lavianapsas 1 Folder 18 (Ingazng id v
(=] < . v Y dl'
% POP3 l1ifin151Aiu state U949 sessions YaANUNUD folder)
(¥19L981N157 0 61D)
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undl 2: Outline

2.1 MANNISVDILONNALATUAU 2.6 WONNALATY P2P

WUULA387 2.7 socket programming nU UDP
2.2 Web Lag HTTP ey TCP

2.3 FTP

2.4 dLa
" SMTP, POP3, IMAP
2.5 DNS
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DNS: domain hame system

Domain Name System (seuu%alniii):

AU aunsnseymaulavaneds:
" aUs¥uNvY, U9, lavY passport
Internet hosts, routers:

B P address (32 bit) — Todunsu
s¥uiing

iy 9 , o
I , BT, www.yahoo.com 94

YoLnatldeNuyudILInd
A7973: NSIVAVBY name N IP address
15n159¢149ls udlumendunuay?

\/
0’0

FIdayauuunszate vnaulagldlasaiia

LUUARUTUUSENBUAIE name server
ITUIULA

protocol Zuéz/u a,o,ollcat/on hosts dodn3
U name servers Lile resolve FolaLu
(mmﬂmﬁumﬂaﬁzmw address kag name)
" Fadane: 1Wunmsrhauduiidulnues
Internet ﬁgﬂ implement ﬁﬁf?u

application #78

%

" et Anududeusyivauve Aoty
(network’ s “edge”)

Application Layer 2-61



DNS: U8n19, 1A99d519

UIN15989 DNS

wla hostname 1904 IP address

978191 host Laeusvrateatola

B 392597 0uN19n15 (canonical), T8
UL (alias)

mail server Haueelavanese
Y8NSLALNIT AR

Load (request 910 client) azgn
nsxaeluds Web Server MiAudoya
Wilou 9 nula g de DNS: server
vanelA3ed (flag IP sirefi) Alu3nig
foyauuuiientiu azgnivualifute
lawudeala

1

wguanlaly DNS wuusiugue

. YAUDANLAEN
» USunavesnisinanteyaeaziiuly
- gIutayadiunateglnaly

» guasnwlaein

Amav: L scalel

= Input 407U nevaueslnlia
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I=|

DNS: grudoyandudnutunasnszaie

Root DNS Servers

com DNS servers org DNS servers edu DNS servers
/ \ poly.edu umass.edu
yahoo.com  amazon.com pbs.org
DNS servers DNS servers DNS servers DNS serversDNS servers

1iiagne1es8In1330d IP Y89 www.amazon.com MsuUadelauiduneusialui:
% gnUreaeunuluds root server waagluAum .com DNS server
B @Jﬂ“dwaaumuiﬂﬁﬁ .com DNS server iia#1a¢lUAu1 amazon.com DNS server

B Qﬂﬁd’maaumuiﬂgﬂ amazon.com DNS server [ia%8 IP U89 www.amazon.com
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DNS: root hame servers

/

< name server NBYDURAAMND root name server Wasuliaiursaunlavdelauule

/

< root name server:
® Aldanunsandavelawula root Aazludiasiaiu authoritative name server
" ilelesuteyaavestelaiuiaziiog IP e

" oot dsayagninainauluf name server s

U

c. Cogent, Herndon, VA (5 other sites)

d. U Maryland College Park, MD k. RIPE London (17 other sites)
h. ARL Aberdeen, MD _
j. Verisign, Dulles VA (69 other sites ) i. Netnod, Stockholm (37 other sites)

e. NASA Mt View, CA
f. Internet Software C.
Palo Alto, CA (and 48 other

sites) \ J

a. Verisign, Los Angeles CA
(5 other sites)
b. USC-ISI Marina del Rey, CA
I. ICANN Los Angeles, CA
(41 other sites)

m. WIDE Tokyo
(5 other sites)

13 root name
“servers "vialan

g. US DoD Columbus,
OH (5 other sites)
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TLD, authoritative servers

top-level domain (TLD) servers (domain name server S$AUUL):

u QLL@I@L&JU com, org, net, edu, aero, jobs, museums, AT SIUD top-level
country domains, e.g.: uk, fr, ca, jp Y9MUA

" U3YN Network Solutions aua TLD servers @m3u .com

" U3YW Educause aua TLD servers 43y .edu

authoritative DNS servers:

= Iy DNS server(s) Niiiaaansidutanvey, IusSn1swUad authoritative hostname
DulofiveaurInaveinnns

" ANALAlAEBIANILRIMTRRLNUSNNS name server laglany
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DNS name server v1990u

“

2 hilpeglulaseasredsuduves DNS weiilfen
& LAAL ISP (ISP @MUt MULSoU, 99ANT, UNINYIA) #1973 name
134

= Y 11
sever -> L13YNNUIT  default name server

o LlIEJLﬂi@\‘]ﬁ]um’]ﬂﬁi’mﬂ’]sﬂ@‘Uﬁﬂ’]ﬁ DNS, ANVDIY N N3 EJVL‘LJ‘VI DNS
server maqau

" JIn139udanandeazuiad name 1 address (WAdoyanis
Jughenanunaigls)

= ‘mmu’mmuau proxy, dwpA1valuluszuy domain
name TWludsudy
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A19819015uUaTB LA L

& A9 cis.poly.edu ABINTT
neLaUloNLALATATDILATDY
gaia.cs.umass.edu

iterated query (ANUUY):

D L%WL’J@i‘Wﬂﬂmﬂmama‘U“U@LGU‘V\IL’Jai
wmaﬂﬂmmaﬂaulﬂ

v A

o auimam%auaaﬂﬂmwawLaa'ﬁ

"

Uy

root DNS server

/ TLD DNS server

a

t )

DNS server 1999u

dns.poly.edu

q authoritative DNS server
g dns.cs.umass.edu

requesti@ﬁost

cis.poly.edu

gaia.cs.umass.edu

Application Layer 2-67



root DNS server

A19819015uUaTB LA L

2 Q
recursive query (ANULUULIELLAR): %

< wannsENITeiogluds name | TLD DNS
server

server ﬁgﬂamaag

= 6 o [V} o [+¥) 1 I '
% LNLIDTAINUUUILNINTURUN DNS server 119981
dns.poly.edu 4

[ ]
q authoritative DNS server
g dns.cs.umass.edu

requesting host
Eé/

cis.poly.edu
gaia.cs.umass.edu

1
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=

DNS: ﬂmﬁuLLazmﬁé’WLﬂ%@j%aimmuﬁ’wagj P
g

2 1ile name server l#Sudayamsdugfaziivlduauienls
" ypwiiviuaengavgnaulaesalusia (TTL)
® TLD servers Imwnmé’mgmﬁu‘tu local name servers
fathu fazldrseiinisansoluss root name servers
& wﬂaasﬁagamﬁuﬁﬁLLﬂﬁULﬁUﬁma%LmLﬁulﬂ (best effort name-to-
address translation!)

BN (PRt Lﬂﬁ@\‘i’f’]’]ﬁ]ﬂﬂL‘UﬁEJ‘LJLaGUVLE]WLL@I%%@I@LNUL@@JI@ ‘Uﬂ name server Vl@ﬁﬂu"'\] JN
lmaqmnﬂaauwaau T\]Uﬂ'ﬂ‘WU’JEJGUE]@JﬁVILLﬂ"UVILﬂUVL'Jﬁ]"’WﬂJﬂEﬂEJ

% N13UA9/AN5 update wmmagagmauﬂu IETF standard
" RFC 2136
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DNS records

DNS: distributed db storing resource records (RR)

RR format: (name, value, type, ttl)

type=A
" name is o304
= value is IP address

type=NS

" name is Tamu (19,
foo.com)

" value is ¥019393909

authoritative name
server dwsulamuil

type=CNAME
= name S vk (alias) fivelddmsy ¥o
fuflumams (canonical)

. a 33
" www.ibm.com 9539 ndluinuuesueg
servereast.backup2.ibm.com

" value is oiniesndunams

type=MX
» value is ¥ouss mailserver iifsdes
name

Application Layer 2-70



DNS Erotocol, messages

% query and reply messages, both with same message
format

+«—— 2bytes ——><«—— 2 bytes —>

msg header //identification | _—flags
< identification: |1 6 bit # for # ions # answer RRs
uery, reply to query uses . N
query, reply to query # authority RRs | # additional RRs
same #

< flags: questions (variable # of questions)
= query or reply

= recursion desired answers (variable # of RRs)

= recursion available
= reply is authoritative authority (variable # of RRSs)

additional info (variable # of RRs)
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DNS Erotocol, messages

+«—— 2bytes ——><«—— 2 bytes —>

identification flags

# questions # answer RRs

# authority RRs | # additional RRs

name, type fields
for a query

questions (variable # of questions)

RRs in response

answers (variable # of RRs)
to query

records for
authoritative servers

authority (variable # of RRS)

. additional ~helpful additional info (variable # of RRs)
info that may be used
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A15td records tnlulu DNS

Y I a o a gj 1 11 . ?”

% Y% USENLeRsluiTe  Network Utopia

< awmzilsuralaluu networkuptopia.com AU 7eNziUe DNS (1
Network Solutions)

" SyyYRlaLIY, ﬁagj IP 984 authoritative name server (AWaN LA §7
d41599)

" 9enzideuld records 2 record kUl .com TLD server:
(networkutopia.com, dns1.networkutopia.com, NS)

(dnsl.networkutopia.com, 212.212.212.1, A)

% @379 record type A d1115U www.networkuptopia.com; record
type MX @1115U networkutopia.com
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N159L31 DNS

DDoS attacks

+ Bombard root servers
with traffic
= Not successful to date
* Traffic Filtering

* Local DNS servers
cache IPs of TLD
servers, allowing root
server bypass

<+ Bombard TLD servers

= Potentially more
dangerous

Redirect attacks
« Man-in-middle

" |ntercept queries
«» DNS poisoning

= Send bogus relies to
DNS server, which
caches

Exploit DNS for DDoS

+» Send queries with
spoofed source
address: target IP

+ Requires amplification
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undl 2: Outline

2.1 MANNISVDILONNALATUAU 2.6 WONNALATY P2P

WUULA387 2.7 socket programming nU UDP
2.2 Web Lag HTTP ey TCP

2.3 FTP

2.4 9d
" SMTP, POP3, IMAP

2.5 DNS
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Pure P2P architecture

« no always-on server

» arbitrary end systems
directly communicate

» peers are intermittently
connected and change IP
addresses

examples:

= file distribution
(BitTorrent)

= Streaming (KanKan)
" VolP (Skype)
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File distribution: client-server vs P2P

Question: how much time to distribute file (size F) from
one server to N peers!?

" peer upload/download capacity is limited resource

u: server upload
capacity

d,: peer i download
capacity

network (with abundant - ' =D
) =g

bandwidth) U; \

u;: peer i upload
capacity
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File distribution time: client-server

< Server transmission: must
sequentially send (upload) N E
file copies:

= time to send one copy: Flu, ,
= time to send N copies: NF/u *g,

« client: each client must
download file copy
= d_.. = min client download rate
* min client download time: F/d_.

time to distribute F

| to N clients using Dc-s > max{NF/uS,,F/dmm}
client-server approach /

/

Increases linearly in N
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File distribution time: P2P

< server transmission: must
upload at least one copy

= time to send one copy: Flu,

< client: each client must
download file copy

"= min client download time: F/d_

% clients: as aggregate must download NF bits

= max upload rate (limting max download rate) is u, + 2u,

time to distribute F
to N clients using  Dp,p > max{F/ug ,F/d,;, ,NF/(us + Zu;)}
P2P approach /

/
increases linearly in N ... /
... but so does this, as each peer brings service capacity
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Client-server vs. P2P: example

client upload rate = u, F/u=1 hour, u,=10u, d.;, = U,

3.5

= P2P
-o— Client-Server

3

2.5

2

1.5

1

Minimum Distribution Time

0.5
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P2P file distribution: BitTorrent

< file divided into 256Kb chunks
< peers in torrent send/receive file chunks

tracker: tracks peers torrent: group of peers
participating in torrent exchanging chunks of a file
B 9 %
1 B f"\

Alice arrives ...
... obtains list
of peers from tracker
... and begins exchanging
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P2P file distribution: BitTorrent

< peer joining torrent:
= has no chunks, but will

accumulate them over time
from other peers

" registers with tracker to get
list of peers, connects to
subset of peers
(“neighbors”)

+ while downloading, peer uploads chunks to other peers
<+ peer may change peers with whom it exchanges chunks
% churn: peers may come and go

+ once peer has entire file, it may (selfishly) leave or
(altruistically) remain in torrent
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BitTorrent: requesting, sending file chunks

requesting chunks: sending chunks: tit-for-tat

% at any given time, different < Alice sends chunks to those
peers have different subsets four peers currently sending her
of file chunks chunks at highest rate

& periodically, Alice asks each " other peers are choked by Alice
peer for list of chunks that (do not receive chunks from her)

" re-evaluate top 4 every |0 secs

< every 30 secs: randomly select
another peer, starts sending
chunks
= “optimistically unchoke” this peer
= newly chosen peer may join top 4

they have

+ Alice requests missing
chunks from peers, rarest
first

.0
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BitTorrent: tit-for-tat

(1) Alice “optimistically unchokes” Bob
(2) Alice becomes one of Bob’ s top-four providers; Bob reciprocates
(3) Bob becomes one of Alice’ s top-four providers

| b higher upload rate: find better
q trading partners, get file faster !
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Distributed Hash Table (DHT)

< DHT: a distributed P2P database

< database has (key, value) pairs; examples:
" key: ss number; value: human name

= key: movie title; value: IP address

< Distribute the (key, value) pairs over the
(millions of peers)

< a peer queries DHT with key
* DHT returns values that match the key

< peers can also insert (key, value) pairs
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Q: how to assign keys to peers!

< central issue:

= assigning (key, value) pairs to peers.
< basic idea:

= convert each key to an integer

= Assign integer to each peer

* put (key,value) pair in the peer that is closest
to the key
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DHT identifiers

% assign integer identifier to each peer in range
[0,2"-1] for some n.

= each identifier represented by n bits.

< require each key to be an integer in same range
% to get integer key, hash original key
= e.g., key = hash(“Led Zeppelin IV")

= this is why its is referred to as a distributed ‘hash ~
table
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Assign keys to peers

< rule: assign key to the peer that has the
closest ID.

< convention in lecture: closest is the
immediate successor of the key.

+ e.g., n=4; peers: |,3,4,5,8,10,12,14;
" key = |3, then successor peer = 14

= key = |5, then successor peer = |
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Circular DHT (1)

1

15

12

10
8

< each peer only aware of immediate successor and
predecessor.

11 ”
< overlay network
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Circular DHT (1)

O(N) messages
on avgerage to resolve 0001
query, when there
are N peers

Who’ s responsible
for key 1110 ?

1111

0100

110
0101

Define closest
as closest 1010
successor

1000
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Circular DHT with shortcuts

1 Who’ s responsible
3 for key 11107

15

12

10
8

» each peer keeps track of IP addresses of predecessor,
successor, short cuts.

reduced from 6 to 2 messages.

possible to design shortcuts so O(log N) neighbors, O(log N)
messages in query

4

L)

D)

/
0’0

/
0’0
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Peer churn

; handling peer churn:

<peers may come and go (churn)

<each peer knows address of its
15 3 tWO successors
<each peer periodically pings its
4 two successors to check aliveness
12 <+if immediate successor leaves,

5 choose next successor as hew
immediate successor

10
38

example: peer 5 abruptly leaves

<peer 4 detects peer 5 departure; makes 8 its immediate
successor; asks 8 who its immediate successor is; makes
8’ s immediate successor its second successor.

<+what if peer |3 wants to join!?
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undl 2: Outline
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2.2 Web Lag HTTP ey TCP

2.3 FTP

2.4 9d
" SMTP, POP3, IMAP

2.5 DNS
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Socket programming

goal: learn how to build client/server applications that
communicate using sockets

socket: door between application process and end-
end-transport protocol

application

socket \

application

controlled by
app developer

controlled
by OS

o

Application Layer 2-94

Internet

A
v




Socket programming

Two socket types for two transport services:
= UDP: unreliable datagram
= TCP: reliable, byte stream-oriented

Application Example:

. Client reads a line of characters (data) from its
keyboard and sends the data to the server.

2. The server receives the data and converts
characters to uppercase.

3. The server sends the modified data to the client.

4. The client receives the modified data and displays
the line on its screen.
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Socke